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MFA for only Cloud Applications?



Requirement: MFA at the User Endpoint
• Windows Hello
• Protected & enforced by Azure MFA 
• A Hello certificate can only be created after a successful sign in from Azure MFA
• With the correct trusts in place Windows Hello can be a verified authentication method to 

companies on-premise Active Directory environments
• Single token created per user per device 

Prompt MFA
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Requirement: Protect Local Administrator Accounts
• Local Admin Password Solution (LAPS)
• Targets local administrator accounts on Windows devices
• Automatically rotates passwords for all machines controlled by LAPS
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